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1. #1038
HREGHBFEE APl RAMRER HTTP Authorization SKIFHITIAE, ZINEEEE
HREFNMTEN:

Authorization: SDY SDYPartnerld:Signature

RiE = AT MCEMBT T & S ER L MME—RIPRRET (SDYParnter Id) FIXS R
HIZE$H (SDYPartnerSecret) . S{EAHFEZMENRXITAR APl IHKEITAIE, XU
18T R 53 & BB E

THEITEUEBEE Authorization SkigiA{A{KES:
Authorization = "SDY" + " " + SDYPartnerld + ":" + Signature;

Signature = Base64(  HMAC-SHA1(  SDYPartnerSecret, UTF-8-Encoding—
0f ( InfoToSign ) ) );

Hrep, InfoToSign EFEAMAR, KAWMTARH R

InfoToSign = HTTP-Method + "\n"
Content-MD5 + "\n"
Content-Type + "\n"
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Date + "\n"
HTTP-Request—Path;

JFE: Content-Typed Hcharsetwr{EA AT, H] Content—
O Type:application/json; charset=UTF-8
FHRA iRA w15l
HTTP-Method 1KY HTTP 7355  GET / POST / PUT / DELETE
Content—MD5 155% [RFC-1864] Base64 (MD5( request—content))
(https://

tools. ietf.org/
htm!|/rfc1864)

Content—Type HEKRBAR LR application/json;charset=UTF-8

Date ERABEAFNETE]  Fri, 18 Apr 2014 19:36:42 +0800
HTTP-Request—Path | iFRAVERTR /v3/devices/1001681

2. #7151

POST /v3/devices/1001681/resv_orders Content-Type: application/

json;charset=UTF-8 Content—MD5: NmRKMTI jYz|3MmU4Y2QxNg== Date: Fri, 18 Apr
2014 19:36:42 +0800 === ---

{ "sender_mobile": "13882290198", "box_type": "grande", "auto upgd" : true,
"send_name": "3k =", "consignee mobile": "13518116720", "consignee name": "Z
", "notify url": "http://foobar.com/notifyme?id=alb2c3d4e5f6" }

InfoToSign BUHfIEITEZ

InfoToSign = "POST" + "\n"

"NmRKMT 1 jYz I 3MmU4Y2QxNg==" + "\n"
"application/json;charset=UTF-8" + "\n"
"Fri, 18 Apr 2014 19:36:42 +0800" + "\n"
"/v3/devices/1001681/resv_orders":

3. #HBE IR LA

HTTP $&iRAD ki)
412 RAESMZRERK
401 ERABE Authorization 3kim, TAMEREIFLIT



https://tools.ietf.org/html/rfc1864
https://tools.ietf.org/html/rfc1864
https://tools.ietf.org/html/rfc1864
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4. 1585 Wl
TEERZMIES KIE—MRA, ERAWREBERLL /v1/boxStatus F3fl.
4. 1. #Java

Auth. java

import org. apache. http. client. methods. CloseableHttpResponse;
import org. apache. http. client. methods. HttpGet;

import org. apache. http.client. utils. URIBuilder;

import org. apache. http. impl.client. CloseableHttpClient;
import org. apache. http. impl.client. HttpClients;

import org.sl|f4j. Logger;

import org.sl|f4j. LoggerFactory;

import javax. crypto. Mac;

import javax.crypto. spec. SecretKeySpec;
import java. io. BufferedReader;

import java. io. |0Exception;

import java. io. InputStreamReader;
import java.nio. charset. Charset;

import java.util.Baseb4;

public class Auth {
protected static int ID = 0; // FFRID
protected static final String SECRET = ""; // ZTECEIHAEH

protected static final String HEADER_MD5
= "ZDQxZDh jZDk4Z jAwY j | wNGU50DAwWOTk4ZWNmODQyN2U="";

protected static final String HEADER_CONTENT TYPE = "application/json;
charset=UTF-8";

protected static final String HEADER DATE = "Thu, 07 Jul 2016 15:28:50 GMT";

public static void main(String... args) throws Exception {
try (CloseableHttpClient client = HttpClients. createDefault()) { (1)
URIBui lder builder = new URIBuilder ("http://open. sudiyi.cn/v1/boxStatus"”) ;
builder. addParameter ("device”, "1000018") ;
HttpGet get = new HttpGet (builder.build())
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StringBuilder infoToSignBuilder = new StringBuilder (200) ;
infoToSignBui Ider. append ("GET") . append ("\n") ;

infoToSignBui |der. append (HEADER_MD5) . append ("\n") ;
infoToSignBui |der. append (HEADER_CONTENT _TYPE) . append ("\n") :
infoToSignBui lder. append (HEADER_DATE) . append ("\n") ;
infoToSignBui lder. append ("/v1/boxStatus™) ;

SecretKeySpec signingKey = new
SecretKeySpec (SECRET. getBytes (Charset. forName ("utf-8")), "HmacSHA1") ;
Mac mac = Mac. getInstance ("HmacSHA1") ;
mac. init(signingKey) ;
byte[] rowHmac = mac.doFinal (infoToSignBuilder. toString(). getBytes ("utf-8")) ;

String signature = Baseb4. getEncoder (). encodeToStr ing (rowHmac) ;

get. addHeader ("Content-MD5", HEADER_MD5) :

get. addHeader ("Content—Type", HEADER_CONTENT_TYPE) ;

get. addHeader ("Date"”, HEADER_DATE) ;

get. addHeader ("Authorization”, "SDY " + ID + ":" + signature) ;

try (CloseableHttpResponse resp = client. execute (get)) {
BufferedReader reader = new BufferedReader (new
InputStreamReader (resp. getEntity (). getContent())) ;
System. out. printIn("content is :");
String line = reader.readLine() ;
while (line !'= null) {
System. out. printIn(line) ;

line = reader.readLine() ;

}
} catch (10Exception e) {
e.printStackTrace() ;

@ {FFApache HttpClient{EHMLEE Fis

4. 2. #C#

using System;

using System. Text;

using RestSharp;

using System. Security. Cryptography;

namespace SudiyiOpen
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public class Auth

{

0; // ARFID
private const string _encrypt = ""; // ECHIFAEH

private const int _thirdpartyld

private const String HEADER_MD5 = "ZDQxZDh jZDk4Z jAwY jI|wNGU50DAwOTk4ZWNmODQyN2U=" ;
private const String HEADER_CONTENT TYPE = "application/json; charset=UTF-8";

public static void Main(String[] args)
{
RestClient client = new RestClient ("http://open. sudiyi.cn"); (1)
RestRequest request = new RestRequest ("/v1/boxStatus”, Method. GET) ;
request. AddParameter ("device”, "1000018"):
request. AddHeader ("Content-MD5", HEADER_MD5) ;
request. AddHeader ("Content—Type", HEADER_CONTENT_TYPE) ;
string date = DateTime. Now. ToString("r") ; (2]
request. AddHeader ("Date"”, date) ;

StringBuilder sb = new StringBuilder (200) ;

sb. Append (Method. GET. ToString (). Append ("\n") ;
sb. Append (HEADER_MD5) . Append ("\n") :

sb. Append (HEADER_CONTENT _TYPE) . Append ("\n") ;
sb. Append (date) . Append ("\n") :

sb. Append ("/v1/boxStatus") ;

Encoding encoding = Encoding. UTF8;

byte[] byteKey = encoding. GetBytes (_encrypt) ;
HMACSHA1 hmac = new HMAGSHA1 () ;
hmac. Key = byteKey;
byte[] Signature HMACSHA =
hmac. ComputeHash (encoding. GetBytes (sb. ToString ())) ;
string auth = Convert. ToBase64String (Signature HMACSHA) ;

request. AddHeader ("Authorization”, "SDY " + thirdpartyld + ":" + auth):
IRestResponse resp = client. Execute (request) ;

Console. Write (resp. Content) ;

Console. ReadKey () ;

{£ A RestSharp {E MK E Fifm
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O WIFER ToString("r") , EERKXHNBEAZEFTESH. Nt RKEES
4. 3. #python

auth. py

from requests import get (1)
import hmac

import hashlib

import baseb4

thirdparty_id = 0 # your id

thirdparty secret = "' # vyour secret

def gen_authorization(headers, method, path, secret):
tosign = method + "\n'

headers['Content-MD5'] + "\n'

headers['Content-Type'] + '\n’

headers['Date’'] + "\n'

path

tosign = tosign
tosign = tosign

+

+
tosign = tosign +
tosign = tosign +

tosign = tosign. encode ('utf-8")

hash1 = hmac. new(secret, tosign, hashlib. shal).digest()
ret = baseb4. encodestring (hash1)
if ret[-1] == "\n":
return ret[:-1]
else:

return ret

headers = {
"Content-Type': 'application/json;charset=UTF-8",
"Content-MD5" : 'ZDQxZDh jZDk4Z jAwY j |wNGU50DAwWOTk4ZWNmODQyN2U=",
'Date’: 'Thu, 07 Jul 2016 15:28:50 GMT',

"Accept': "application/json’

headers['Authorization'] = "SDY " + str (thirdparty_id) + ':' + \
gen_authorization(headers, 'GET', '/v1/boxStatus’,
thirdparty_secret)

print ("GET /v1/boxStatus/ ...")
resp = get('http://open. sudiyi.cn/v1/boxStatus', params={"device": 1000018}
headers=headers)

print (' response status code: %d' % resp. status_code)
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print (' response content: ' + resp.content)

O [FH requests K&K iEhttplEK
4. 4. #php

auth. php
<{?php

$partner_id = 0;
$partner_key = "'

$now = date('D,d M Y H:i:s', time())." " GMT';

$n = "\n";

$content_type = 'application/json:charset=UTF-8";

$content_md5 = base64_encode (md5(' ")) ;

$info2sign = 'GET' . $n . $content_ md5 . $n . $content_type . $n . $now . $n . '/v1/
boxStatus';

$authorization = "SDY ". $partner_id. ":". baseb64 _encode (hash_hmac ("shal", $info2sign
$partner_key, true));

$header = array(

"Content-Type:' . $content_type,
"‘Date: . $now,

"Content-MD5:' . $content_md5,
"Authorization:' . $authorization

$ch = curl_init();

cur|_setopt ($ch, CURLOPT TIMEOUT, 5):

curl_setopt ($ch, CURLOPT_HTTPHEADER, $header) ;

cur|_setopt ($ch, CURLOPT HEADER, 0)

curl_setopt ($ch, CURLOPT_FOLLOWLOCATION, O);

cur|_setopt ($ch, CURLOPT_RETURNTRANSFER, 1);

curl_setopt ($ch, CURLOPT URL, 'http://open.sudivi.cn/v1/boxStatus?device=1000018") ;
curl_setopt ($ch, CURLOPT_HTTPGET, 1);

cur|_setopt ($ch, CURLOPT_SSL_VERIFYPEER, false)

cur|_setopt ($ch, CURLOPT_SSL_VERIFYHOST, false) ;

$response = curl_exec ($ch) ;

if ($response) |
curl_close($ch) ;
var_dump ($response) ;

} else {
$info = curl_getinfo(§ch);

curl_close($ch) ;
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